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1. 	Development / Monitoring / Review
This policy should be read in conjunction with our:
· Child Protection / Safeguarding Policy 
· Behaviour Policy 
· Anti-Bullying Policy 
· Staff Code of Conduct 
· Mobile Phone / Mobile Devices Policy 
· Data Protection / Privacy Policy 
· Cyber Security arrangements 
· AI Policy / guidance
A section within this policy deals with the Acceptable Use of Social Media.
2. 	Scope of the Policy
This policy applies to all members of the school community, including staff, governors, pupils, volunteers, parents and carers, visitors, contractors and community users, who access or use the school’s digital technology, ICT and communication systems, whether on or off school premises.
It applies to the use of school-owned or school-managed devices and equipment, including computers, laptops, tablets, mobile devices, interactive displays and other connected technologies; personal devices used on school premises or for school-related activities; school networks, internet connections and IT systems; cloud-based services and storage; school email accounts; online learning and educational platforms; messaging, collaboration and communication platforms; social media and other online services; and artificial intelligence (AI) tools and services where these are used in connection with school activities, learning, teaching or school business.
The policy also applies to remote access to school systems and services, including access from home or other locations, and to any use of digital technology undertaken outside school where it relates to the school, its pupils, staff or wider school community, or where it has, or could reasonably be expected to have, a safeguarding, welfare, reputational or behavioural impact on the school community.
All users are expected to use technology, online services and digital communications safely, responsibly, respectfully and lawfully, in accordance with this policy and the school’s wider safeguarding, behaviour, data protection and information security requirements.
The school may respond to online behaviour that takes place outside school where it affects the welfare, safety, behaviour or education of pupils or staff, or where the behaviour is connected to the school community. Any response will be proportionate and consistent with the school's Behaviour, Anti-Bullying and Safeguarding policies and relevant legislation.

3. 	Roles and Responsibilities

The following section outlines the online safety roles and responsibilities of individuals and groups within the school:

Governors
The Governing Body is responsible for approving the Online Safety Policy and ensuring that online safety forms an integral part of the school’s wider safeguarding arrangements. Governors will review the effectiveness of the policy and receive appropriate assurance regarding online safety incidents, emerging risks, training, filtering and monitoring.
The Governing Body will ensure that appropriate filtering and monitoring systems are in place and that their effectiveness is reviewed at least once every academic year. The review will be formally recorded, including any identified weaknesses and actions required to address them. Governors will seek assurance that identified weaknesses are addressed promptly.
A member of the Governing Body will have specific responsibility for Online Safety as part of their role as Safeguarding Governor. The Online Safety Governor will provide strategic oversight and challenge, working with the Designated Safeguarding Lead (DSL), Senior Leadership Team (SLT) and, where appropriate, the school’s technical provider.
The Online Safety Governor’s role will include:
· Meeting regularly with the DSL/SLT to discuss online safety, including relevant safeguarding concerns, incidents and incident logs.
· Seeking assurance that filtering and monitoring arrangements are appropriate, effective and regularly reviewed, including how alerts and concerns are identified, investigated and escalated.
· Ensuring that the annual filtering and monitoring review is recorded and that identified weaknesses are followed up and addressed.
· Seeking appropriate assurance from the DSL, SLT and/or technical provider regarding the effectiveness and configuration of filtering and monitoring systems.
· Ensuring that online safety is appropriately reflected within the school’s safeguarding arrangements, policies, risk assessments and staff training.
· Reporting to the Full Governing Body on online safety, including significant incidents or trends, the outcome of the annual filtering and monitoring review and progress against identified actions.
The Governing Body provides strategic oversight and challenge; the day-to-day operation of online safety, filtering and monitoring remains the responsibility of the DSL, SLT and appropriate technical staff/providers.
Head Teacher and Designated Safeguarding Lead (DSL)

· The Head teacher and DSL have a duty of care for ensuring the safety (including online safety) of members of the school community.
· The Headteacher and DSL should be aware of the procedures to be followed in the event of a serious online safety allegation being made against a member of staff.
· The Headteacher and DSL are responsible for ensuring that the Online Safety Lead and other relevant staff, receive suitable training to enable them to carry out their online safety roles and to train other colleagues, as relevant.
· The Headteacher will ensure that there is a system in place to allow for monitoring and support of those in school who may carry out the internal online safety monitoring role. This is to provide a safety net and also support to those colleagues who take on important monitoring roles. 
· The DSL will receive and respond to appropriate reports and alerts from the school's filtering and monitoring systems and will ensure that safeguarding concerns identified through filtering or monitoring are dealt with in accordance with the school's safeguarding procedures.
· The DSL meets with Online safety Governor as required to discuss current issues      and review incident logs
· The Headteacher and DSL will ensure all staff receive regular updates regarding Online safety and have responsibility for reviewing and updating Online safety policies and procedures. 
· Attends relevant governor meetings.

Online Safety Lead

· The named Online Safety Lead is: Philip Pallas 
· Takes day to day responsibility for online safety issues. 
· Provides training and advice for staff under the guidance of the Headteacher and DSL.
· Liaises with the Local Authority.
· Liaises with school technical staff.

Network Manager/ICT Technician

The school network manager is Ben Tait.   The Network Manager is responsible for ensuring that:

· The school’s technical infrastructure is secure and is not open to misuse or malicious attack.
· The school meets required online safety technical requirements and any Local Authority Online Safety Policy Guidance that may apply.
· Users may only access the networks and devices through a properly enforced password protection policy, in which passwords are regularly changed.
· They keep up to date with online safety technical information in order to effectively carry out their online safety role and to inform and update others as relevant.
· The use of the network/internet is regularly monitored in order that any misuse/attempted misuse can be reported to the Headteacher or DSL for investigation.
· Monitoring software systems are implemented and updated as agreed in school policies.


NB: Filtering and monitoring systems are provided by NCC but the network manager must ensure the relevant software is installed on all machines. The DSL receives weekly usage reports from NCC.

[bookmark: bookmark=id.3znysh7]
Teaching and Support Staff are responsible for ensuring that:

· They have an up-to-date awareness of online safety matters and of the current school online safety policy and practices.
· They have read, understood and signed the Staff Acceptable Use Policy. (see appendix 2).
· They report any suspected misuse or problem to the DSL or Headteacher for investigation.
· All digital communications with pupils/parents/carers should be on a professional level and only carried out using official school systems.
· Online safety issues are embedded in all aspects of the curriculum and other activities.
· Pupils understand and follow the online safety and acceptable use policies.
· Pupils have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations.
· They monitor the use of digital technologies, mobile devices, cameras etc. in lessons and other school activities (where allowed) and implement current policies with regard to these devices.
· In lessons where internet use is pre-planned pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches.

Designated Safeguarding Lead
· The Designated Safeguarding Lead is Philip Pallas
· The Deputy Designated Safeguarding Leads are:  Vicky Rowley, Stephanie Bowness, Catherine Anderson and Alex Sullivan.
· The Designated Safeguarding Lead should be trained in online safety issues and be aware of the potential for serious child protection/safeguarding issues to arise from:
· Sharing of personal data.
· Access to illegal/ inappropriate materials.
· Inappropriate on-line contact with adults/strangers or potential or actual incidents of grooming.
· Cyber-bullying.

Pupils
· Are responsible for using the school digital technology systems in accordance with the Pupil Acceptable Use Agreement. 
· Are developing a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations.
· Need to understand the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so.
· Will be expected to know and understand policies on the use of mobile devices and digital cameras.
· Should be helped to understand the need for the Pupil Acceptable Use Agreement and encouraged to adopt safe and responsible use both within and outside school.
· [bookmark: bookmark=id.2et92p0]They should also know and understand policies on the taking/use of images and on cyber-bullying.
· Should understand the importance of adopting good online safety practice when using digital technologies out of school and realise that the school’s Online safety Policy covers their actions out of school, if related to their membership of the school.

Parents/Carers
Parents/Carers play a crucial role in ensuring that their children understand the need to use the internet/mobile devices in an appropriate way. The school will take every opportunity to help parents understand these issues through parents’ evenings, newsletters, letters, website and information about national and local online safety campaigns. Parents and carers will be encouraged to support the school in promoting good online safety practice and to follow guidelines on the appropriate use of:

· Digital and video images taken at school events.
· Access to websites that pupils are provided with passwords for.
· Their children’s personal devices in the school (where this is allowed).

Community Users
Community Users who access school systems will be expected to acknowledge an Acceptable Use Agreement before being provided with access to school systems.

4.	Policy Statements
Education – Pupils
The school recognises that education is a fundamental part of keeping pupils safe online. Technical controls, filtering, monitoring and supervision are important safeguards, but pupils also need the knowledge, skills, confidence and resilience to recognise and respond appropriately to online risks.
Online safety will therefore be taught as part of the school's wider safeguarding provision and will be broad, age-appropriate, progressive and regularly revisited. Online safety will be reinforced across the curriculum and through the school's bespoke PSHE curriculum, Computing, assemblies, targeted workshops and other appropriate activities.
Pupils will be taught, in ways appropriate to their age, development and individual needs, to:
· understand the 4Cs of online risk – Content, Contact, Conduct and Commerce – and how these risks can overlap;
· recognise and respond to inappropriate, harmful or concerning online content, including age-appropriate awareness of pornography, racism, misogyny, self-harm, suicide, antisemitism, radicalisation, extremism and extreme violence;
· understand that not everything encountered online is true or trustworthy, and develop the skills to question, evaluate and verify information, including misinformation, disinformation, misleading content, conspiracy theories and AI-generated material;
· recognise that images, video, audio and messages can be edited, manipulated or generated using technology and artificial intelligence, including deepfakes;
· understand how algorithms, personalised content, advertising and AI may be used to influence, persuade or manipulate people;
· recognise risks associated with online contact, including peer pressure, grooming, exploitation, inappropriate contact from adults and interactions with generative AI;
· understand and respond appropriately to online conduct such as bullying, harassment, discrimination, the sharing of inappropriate or explicit images and AI-generated or manipulated explicit imagery;
· recognise online commerce risks, including phishing, fraudulent messages, fake websites, malicious links, financial scams, inappropriate advertising and age-inappropriate gambling;
· understand how to protect personal information, accounts, passwords and digital identity;
· understand copyright, intellectual property and the importance of acknowledging sources and respecting other people's work;
· follow the school's Pupil Acceptable Use Agreement and understand that expectations for safe and responsible behaviour apply both in and outside school;
· know how and when to report inappropriate, harmful or concerning content, contact or behaviour and how to access help and support;
· develop confidence and resilience so that they can make safe choices and seek help when something online worries, upsets or confuses them; and
· use digital technology, social media and AI safely, responsibly, respectfully and with kindness.
Staff will reinforce appropriate online safety messages through their teaching and will act as positive role models in their use of digital technology, the internet, social media and mobile devices.
The school's arrangements for pupil mobile phones and other personal devices are set out in the Mobile Phone/Handheld Devices Policy and will be consistent with current DfE guidance and the school's safeguarding arrangements.
Safe and Supervised Internet Use
Where internet use is planned for a lesson, staff should, where appropriate:
· direct pupils towards websites, applications and online resources that have been assessed as suitable for their age and the intended learning;
· provide appropriate guidance and supervision;
· ensure that pupils understand how to respond if they encounter unsuitable, harmful or concerning material; and
· report any online safety concerns in accordance with the school's incident-reporting and safeguarding procedures.
Where pupils are permitted to search the internet more freely, staff will provide appropriate supervision and remain alert to the content pupils are accessing.
The school's filtering and monitoring arrangements provide an additional layer of protection but do not replace supervision, education or professional judgement. Staff and pupils should report any inappropriate or harmful content that is not blocked by the school's filtering systems.
Where legitimate educational activity requires access to content that may normally be filtered, this must be managed through the school's established filtering and monitoring procedures. Any temporary change to filtering must be authorised by the appropriate person, have a clear educational and safeguarding rationale, be proportionate and time-limited, and be recorded where appropriate. Staff must not independently disable, circumvent or instruct pupils to bypass filtering or monitoring.

Education – Parents and Carers
The school recognises the important role that parents and carers play in supporting children to develop safe and responsible online behaviours. Parents and carers may require information and support to understand emerging technologies, online platforms, online harms and appropriate ways to respond when concerns arise.
The school will provide parents and carers with information and opportunities to develop their understanding of online safety through, as appropriate:
· information linked to the school's curriculum and safeguarding provision;
· letters, newsletters, the school website and social media;
· parent meetings and information sessions;
· workshops and other awareness-raising activities;
· national campaigns and events, such as Safer Internet Day;
· regular sharing of relevant online safety information, including Wake Up Wednesday resources where appropriate; and
· signposting to reliable sources of advice and support.
The school will aim to ensure that information shared with parents and carers reflects current and emerging risks, including social media, gaming, online bullying, exploitation, inappropriate content, misinformation and disinformation, AI-generated content, phishing and financial scams.
The school may signpost parents and carers to reputable sources of online safety advice, including Childnet, Internet Matters, UK Safer Internet Centre, CEOP/Thinkuknow and the NSPCC.
Education – The Wider Community
The school recognises that online safety is a shared responsibility and will seek, where appropriate, to support the wider school community in developing knowledge and confidence in keeping children safe online.
This may include:
· sharing age-appropriate online safety information with grandparents and other family members;
· providing online safety information through the school website and other appropriate communication channels;
· signposting members of the community to reliable sources of advice and support; and
· providing workshops, information or awareness-raising activities where these support the school's safeguarding priorities.
Education and Training – Staff and Volunteers
All staff will receive safeguarding training that includes online safety, in line with the school's wider safeguarding arrangements and current statutory guidance. Staff will understand their responsibilities for identifying, responding to and reporting online safety concerns.
Online safety will be integrated into the school's safeguarding training programme rather than treated as a completely separate area of training. Training and updates will address, as appropriate:
· emerging online risks and harms;
· safeguarding procedures and reporting routes;
· filtering and monitoring arrangements;
· social media and professional boundaries;
· artificial intelligence and emerging technologies;
· misinformation, disinformation and online manipulation;
· cyberbullying, exploitation and other online safeguarding concerns;
· data protection and confidentiality; and
· relevant changes to technology, legislation and statutory guidance.
The school will regularly consider the online safety training needs of staff and ensure that training remains relevant to different roles and responsibilities. Additional or targeted training will be provided where emerging risks, new technologies, incidents or identified school needs indicate that this is necessary.
New staff, volunteers and other relevant adults will receive appropriate information and training on the school's online safety, safeguarding and acceptable use expectations as part of their induction.
Staff will also be expected to maintain appropriate professional knowledge and to seek advice where they are unsure how to respond to an online safety concern.
Training – Governors

Governors should take part in online safety training/awareness sessions, with particular importance for those who are members involved in online safety/health and safety/child protection. This may be offered in a number of ways:

Attendance at training provided by the Local Authority, National Governors Association, and Governors’ E-Learning (GEL).

Participation in school training/information sessions for staff or parents.

Cyber Security

User accounts will only be created where required and users will be given access appropriate to their role. Access rights will be reviewed periodically and accounts will be disabled or removed promptly when staff, volunteers or other users leave the school or no longer require access.

Privileged and administrative accounts will be restricted to authorised personnel and will not be used for routine activities. Administrative access will be protected by appropriate authentication and security controls, including MFA where required.

The school will maintain appropriate cyber-security arrangements to protect its systems, devices, accounts and data. These will include appropriate patching and updates, malware protection, access controls, secure configuration, backups, incident response and staff awareness of phishing and other cyber threats.

5. Technical – infrastructure/equipment, filtering and monitoring
The school will ensure that its technical infrastructure, devices, networks and online services are as safe and secure as reasonably possible and that the arrangements within this policy are implemented effectively. Responsibilities for technical security, filtering, monitoring and online safety will be clearly defined, with the SLT, DSL, technical support provider and Governing Body providing appropriate oversight and assurance.
The school will:
· Manage technical systems in accordance with relevant DfE digital and technology standards, cyber security requirements, data protection legislation and safeguarding guidance.
· Undertake regular reviews, audits and security checks of technical systems and address any identified weaknesses.
· Ensure servers, wireless systems, network infrastructure and cabling are securely located, with physical access restricted to authorised personnel.
· Maintain clearly defined and appropriately restricted access rights for all users, devices and systems.
· Provide users with individual usernames/accounts and secure authentication. Users are responsible for keeping their account details secure and must not share passwords or authentication information. Password arrangements will follow current school and technical security requirements.
· Ensure administrator and privileged accounts are appropriately restricted and securely managed, with access available to the Headteacher or nominated senior leader where required for business continuity.
· Maintain accurate software licence records and ensure that software installations comply with licensing requirements.
· Ensure appropriate security measures protect servers, firewalls, routers, wireless systems, workstations, mobile devices and school data from accidental or malicious threats. Security software and operating systems will be kept appropriately up to date and systems will be tested regularly.
· Ensure school-managed devices are used appropriately. Personal use of school devices by staff or their family members is not permitted unless specifically authorised by the school.
· Prevent staff from downloading executable files or installing unauthorised software on school devices.
· Restrict the use of removable storage where appropriate. The school will promote the use of approved cloud services, such as Microsoft 365, for secure storage and sharing of school files.
· Provide controlled temporary access to school systems for visitors, supply staff, trainee teachers and other guests. Access will be limited to what is necessary, and users will be required to comply with the school's Acceptable Use Policy. Where appropriate, access will be attributable to an individual user.
· Maintain a documented process for reporting, recording, investigating and responding to technical incidents, security breaches and online safety concerns. Incidents will be reported through the school's agreed safeguarding/incident-reporting system and escalated appropriately.
· Multi-factor authentication (MFA) will be enabled for staff accounts where required by current DfE/NCSC cyber-security standards, including staff accounts with access to cloud services or remote access to school systems and IT administrative accounts.
Filtering
· The school will use appropriate filtering systems to prevent access to illegal, inappropriate and harmful online content, while avoiding unreasonable restrictions on legitimate teaching, learning and school administration.
· Filtering will be differentiated where appropriate to reflect the age, needs and role of users, including pupils and staff. Filtering systems and content lists will be kept appropriately up to date and reviewed when required in response to changes in technology, safeguarding risks or emerging online threats.
Monitoring
· The school will use appropriate monitoring and supervision arrangements to identify potential safeguarding, behavioural, technical and security concerns. This will include monitoring of relevant user activity through the school's technical systems, including SENSO Cloud where applicable.
· All users will be informed that filtering and monitoring are in operation through the Acceptable Use Policy and other appropriate communications. Staff responsible for monitoring will have appropriate training and will understand how to respond to and escalate concerns.
· The school will maintain weekly monitoring reports highlighting incidents, with immediate escalation of high-risk safeguarding, malicious or technical incidents in accordance with the school's safeguarding and incident-response procedures.
Annual Review and Testing
· The effectiveness and appropriateness of filtering and monitoring will be reviewed at least once every academic year, and sooner where significant changes in technology, risk or provision occur.
· The review will include appropriate testing across relevant internet-connected devices, networks, systems and locations, including remote access and newly introduced technology or online services. Records will be maintained of checks undertaken, findings, identified weaknesses and actions required.
· The school will ensure that identified weaknesses are addressed and that the Governing Body receives appropriate assurance from the DSL, SLT and/or technical provider regarding the effectiveness of filtering and monitoring arrangements.
Related Policies
The following areas are also covered by the school's wider policies and procedures:
· Use of digital and video images: see the school's policy on the use of handheld/mobile devices and digital images.
· Data protection and information security: see the school's Data Protection/Privacy and Information Security arrangements.
· Mobile devices and communications: see the school's policy on the use of handheld/mobile devices.
6. [bookmark: bookmark=id.4d34og8]Social Media - Protecting Professional Identity
The school recognises that social media can provide valuable opportunities for communication and engagement but can also present safeguarding, professional, reputational, confidentiality and wellbeing risks. All members of the school community are expected to use social media responsibly, respectfully and in a way that protects pupils, staff and the reputation of the school.
The school will take reasonable and proportionate steps to minimise these risks through:
· appropriate staff training on acceptable use, social media risks, professional boundaries, privacy and security settings, data protection and reporting concerns;
· clear procedures for reporting and responding to inappropriate online behaviour, safeguarding concerns, cyberbullying, harassment or misuse of social media;
· appropriate risk assessment of the school's use of social media, including safeguarding, legal, reputational and data protection considerations; and
· regular review of school-managed social media accounts and online communications.
Staff use of social media
Staff should:
· maintain appropriate professional boundaries with pupils, parents/carers and colleagues when using social media;
· not use personal social media accounts to communicate privately or directly with pupils;
· use school-approved communication channels for communication with pupils and parents/carers;
· not post, share or comment on information, images or content that could identify or disclose confidential information about pupils, families, staff or school matters;
· not post or share photographs, videos or other images of pupils on personal social media accounts. Images of pupils may only be taken, stored or shared through school-approved systems and in accordance with the school's consent, data protection and mobile/photography procedures;
· not engage in online discussions about confidential, sensitive or personal matters relating to members of the school community;
· ensure that personal opinions expressed online are not presented as representing the views of the school, Governing Body or local authority;
· not use social media to criticise, harass, bully, discriminate against or otherwise cause harm to pupils, families, colleagues or other members of the school community;
· be aware that conduct on personal social media accounts may have professional or safeguarding implications where it affects pupils, colleagues, the school or the trust and confidence placed in staff;
· regularly review privacy and security settings on personal social media accounts and take reasonable steps to protect personal information;
· not accept or initiate inappropriate social media connections with pupils or use disappearing-message or private messaging functions to circumvent school-approved communication arrangements;
· consider carefully the appropriateness, accuracy and potential impact of content before posting or sharing it; and
· recognise that AI-generated or AI-manipulated content, including images, audio and video, can create particular risks relating to misinformation, impersonation, bullying, harassment, deepfakes and safeguarding, and must not be created or shared in ways that cause harm or breach school policies.
School social media accounts
School-managed social media accounts will only be used for appropriate professional and educational purposes. Access and responsibility for these accounts will be clearly defined, with appropriate safeguards for passwords, authentication and content approval.
Content published through school accounts must:
· be appropriate, accurate, respectful and consistent with the school's values and policies;
· protect pupils' and families' privacy and confidentiality;
· comply with data protection, copyright and safeguarding requirements;
· only use photographs, videos or other pupil information where this is permitted under the school's relevant policies and consent arrangements; and
· not disclose information that could place a child, family or member of staff at risk.
The school will regularly review its use of social media as part of its wider safeguarding, online safety, data protection and risk management arrangements. The Safeguarding Governor may receive assurance regarding the school's use of social media and any significant concerns, incidents or emerging risks.
Reporting concerns
Any staff member who becomes aware of inappropriate social media use, cyberbullying, harassment, safeguarding concerns, the sharing of inappropriate images or content, impersonation, or other behaviour that may affect pupils, staff or the school should report this promptly through the school's safeguarding, online safety or other relevant reporting procedures.
Concerns involving a pupil will be managed in accordance with the school's safeguarding procedures. Concerns involving staff may also be managed under the school's staff code of conduct, disciplinary or other relevant procedures.
7. 	Online Safety Incidents: Illegal, Inappropriate and Unacceptable Use
The school recognises that online activity can range from inappropriate or unacceptable use to activity that may be unlawful. Some online activity, including accessing, creating, possessing or distributing child sexual abuse material, certain forms of exploitation, criminal threats, serious harassment, fraud and other criminal activity, may constitute a criminal offence.
Other activity may not necessarily be illegal but may still be inappropriate or unacceptable within a school context, particularly where it poses a safeguarding, wellbeing, behavioural, educational, reputational or professional risk.
All members of the school community are expected to follow the school's Online Safety Policy and Acceptable Use arrangements. Concerns will be dealt with promptly, proportionately and in accordance with the school's safeguarding, behaviour, disciplinary and incident-response procedures.
Responding to Online Safety Incidents
Where an online safety concern or suspected misuse is identified, staff should:
· Report the concern promptly to the Designated Safeguarding Lead (DSL) or, where appropriate, another member of the school's safeguarding team.
· Where there is an immediate risk of harm to a child or another person, follow the school's safeguarding procedures and seek urgent assistance as appropriate.
· Not investigate beyond their role or attempt to establish the full circumstances themselves.
· Not repeatedly access, search for, download, copy, save, print, forward or share potentially illegal or harmful material, particularly suspected child sexual abuse material or sexually explicit images involving children.
· Where possible and safe to do so, note relevant information such as the platform, account, website, username, date/time and nature of the concern, without unnecessarily accessing or reproducing harmful content.
· Preserve relevant evidence appropriately and follow advice from the DSL, technical support or relevant external agencies. Staff should not alter, delete, forward or otherwise interfere with potential evidence where doing so could compromise an investigation.
· Follow the school's established incident-reporting procedure and ensure that the concern, actions taken and outcome are appropriately recorded.
· Follow advice from the police, CEOP, children's social care, the local authority or other appropriate agencies where their involvement is required.
Where potentially illegal content or activity is identified, the member of staff who discovers it should not attempt to investigate or determine whether a criminal offence has occurred. The concern must be reported immediately to the DSL, who will follow the school's safeguarding and incident-response procedures and seek advice from the police, CEOP, children's social care or other appropriate agencies where required.
If suspected child sexual abuse material or other potentially illegal imagery is encountered, staff must not copy, screenshot, download, print, forward or share the material. The DSL will seek appropriate advice and ensure that any further action is undertaken by the appropriate person or agency.
Technical staff should take appropriate steps to protect the school's systems and prevent further access where necessary, while avoiding actions that could unnecessarily alter or destroy potential evidence. Where required, technical staff will seek advice before making significant changes to a device, account or system involved in a suspected criminal or safeguarding incident.
Types of Incidents Requiring Escalation
Incidents requiring safeguarding or external agency consideration may include, but are not limited to:
· suspected child sexual abuse or exploitation;
· grooming or inappropriate contact with children;
· sexualised or explicit communications involving children;
· sharing or attempted sharing of sexual or abusive images involving children;
· serious threats, harassment, stalking or intimidation;
· criminally motivated racist or discriminatory material;
· radicalisation or extremist activity;
· serious online bullying or abuse;
· impersonation or malicious use of another person's identity;
· phishing, fraudulent messages, financial scams, malicious links or attempted theft of credentials;
· deliberate attempts to bypass school filtering, monitoring or security systems;
· hacking, malware or other deliberate attacks against school systems; and
· any other suspected criminal activity or online behaviour presenting a significant safeguarding risk.
The school will use the most appropriate reporting and referral route according to the circumstances. This may include the DSL, police, CEOP, children's social care, the local authority, the school's technical provider or other relevant agencies.
Inappropriate or Unacceptable Use
Most incidents are likely to involve inappropriate or unacceptable rather than illegal use. These may include:
· accessing inappropriate websites or content;
· attempting to circumvent filtering or monitoring;
· cyberbullying, harassment or discriminatory behaviour;
· inappropriate use of social media or messaging platforms;
· misuse of school accounts, devices or networks;
· sharing another person's personal or confidential information;
· inappropriate use of photographs, video, audio or AI-generated content;
· phishing, scams or attempts to obtain passwords or other credentials;
· downloading or installing unauthorised software;
· deliberate damage to or interference with digital systems; or
· any other breach of the school's Acceptable Use Policy or Online Safety Policy.
Such incidents will be managed promptly, proportionately and consistently, taking account of the circumstances, the person's age and understanding, the nature and seriousness of the incident, whether harm has occurred, and whether the behaviour was deliberate or repeated.
For pupils, responses may include education, restorative approaches, parental involvement, restrictions on access, behaviour sanctions or other action in accordance with the school's behaviour and safeguarding procedures.
For staff, volunteers or other adults, incidents may be managed through appropriate management, safeguarding, professional conduct or disciplinary procedures.
Serious or repeated incidents may require involvement from the Governing Body, local authority, technical provider, police or other relevant agencies.
All significant incidents will be recorded, including the nature of the concern, actions taken, referrals or advice sought, and the outcome. Records will be used to identify patterns, inform safeguarding practice and contribute to the school's annual online safety review and risk assessment.
Online Safety Review and Risk Assessment
The school will undertake an annual review of its online safety provision, supported by an online safety risk assessment, and will review arrangements sooner where significant changes or emerging risks require this.
The review will consider, as appropriate:
· emerging technologies, including artificial intelligence and new online platforms;
· the needs, age and development of pupils;
· online safety incidents, trends and patterns;
· filtering and monitoring arrangements;
· curriculum and pupil education;
· staff knowledge and training;
· parental engagement and support;
· cyberbullying, exploitation and other emerging online harms;
· phishing, scams, misinformation and disinformation; and
· the effectiveness of existing policies, procedures and safeguarding measures.
The outcome of the review will be recorded and any identified weaknesses or actions will be addressed through the school's safeguarding and online safety improvement arrangements.
8. Use of Artificial Intelligence (AI) and Generative AI
The school recognises the increasing role of artificial intelligence (AI), including generative AI, in education and children's online lives. AI can provide valuable opportunities to support teaching, learning, accessibility and appropriate workload reduction; however, its use also presents safeguarding, educational, ethical, data protection and security risks.
The school will ensure that AI is used safely, responsibly and appropriately, in accordance with current Department for Education (DfE) guidance and product safety standards, the school's safeguarding, online safety, acceptable use, data protection and information security arrangements, and the age restrictions and terms of individual services. The DfE's current Generative AI Product Safety Standards address filtering, monitoring, security, privacy and data protection, intellectual property, cognitive development, emotional and social development, mental health, manipulation and governance.
AI-related risks
AI-related risks may include:
· AI producing inaccurate, misleading, biased, inappropriate or unsafe information or content.
· AI-generated or AI-manipulated images, audio, video and messages, including deepfakes and sexually explicit or abusive imagery.
· AI being used to facilitate bullying, harassment, discrimination, impersonation, exploitation or the creation and sharing of harmful content.
· AI being used to influence, persuade, manipulate or deceive children through personalised or generated content.
· AI applications creating risks to children's cognitive development, emotional and social development or mental health.
· Children interacting with AI applications in ways that create inappropriate, harmful or emotionally dependent relationships.
· AI being used to copy, plagiarise or misrepresent another person's work, or to infringe copyright and intellectual property rights.
· Personal, confidential or sensitive information being disclosed to AI systems or processed inappropriately.
· AI tools being used to support decisions about children without appropriate human oversight, safeguards or consideration of accuracy, bias and individual circumstances.
· Attempts to bypass AI safeguards or filtering, including jailbreaking, or accessing AI systems through alternative applications or platforms.
· AI tools being used to generate or access harmful content across different modalities, including text, images, audio and video.
Safeguards and approval
· The school will follow current DfE guidance on generative AI in education and Generative AI Product Safety Standards when considering, procuring or using AI tools.
· AI tools will be subject to appropriate safeguarding, technical, data protection, procurement and risk assessment before being introduced for use by staff or pupils.
· Learner-facing AI products must provide appropriate age-appropriate filtering, moderation and safety features, including protection across relevant text, image, audio and video content.
· The school will consider the safety and filtering capabilities of the AI product itself as well as the school's network-level filtering and monitoring, recognising that AI-generated content can be dynamic, personalised and multimodal.
· The effectiveness and appropriateness of filtering and monitoring will be reviewed at least annually and whenever significant new technology, AI tools or safeguarding risks are introduced.
· Primary-age pupils will not use general-purpose AI tools independently unless their use has been specifically approved, is appropriate for the pupils' age and educational purpose, and is directed and supervised by a teacher.
· The school will comply with the age restrictions and terms applicable to individual AI services and will not permit pupils to use AI tools where their age makes such use inappropriate or prohibited. The DfE states that pupils should only use generative AI in education where appropriate safeguards, including supervision and suitable safety, filtering and monitoring features, are in place.
· Consumer or free versions of AI tools must not be used directly with pupils or to process school personal data unless the school has formally assessed and approved their use.
· AI tools used with or on behalf of pupils must be appropriate for their intended age group, educational purpose and individual needs, including SEND considerations.
· Before a new AI tool is introduced, the school will undertake appropriate risk assessment and DPIA screening and, where required by data protection law, complete a Data Protection Impact Assessment before processing begins.
· The school will maintain an appropriate record of approved AI tools, including their intended purpose and any restrictions or conditions on their use.
Data protection, privacy and information security
The school will process personal data in accordance with applicable data protection legislation, the school's data protection policies and privacy notices.
No personal, confidential or sensitive information should be entered into an unapproved AI system. This includes, but is not limited to:
· pupil or parent/carer information;
· safeguarding or child protection information;
· EHCP, SEND or individual support information;
· medical or wellbeing information;
· staff personal or employment information;
· confidential school or governor information; and
· any other information that could identify an individual or reasonably cause harm if disclosed.
AI tools must not be used to process such information unless the processing has been specifically authorised and is lawful, necessary, proportionate and appropriately safeguarded.
AI systems must not be relied upon to make or support significant decisions about children without appropriate human oversight, professional judgement and consideration of accuracy, bias, equality and individual circumstances.
Pupil education
AI will form part of the school's wider online safety and digital literacy education. Pupils will be taught, in age-appropriate and developmentally appropriate ways, to:
· understand that AI can produce information or content that is inaccurate, misleading or biased;
· recognise that images, videos, audio and messages may have been generated or manipulated using AI, including deepfakes;
· understand that not everything they see or read online is true;
· understand how AI, algorithms and personalised content may be used to influence, persuade or manipulate people;
· recognise that interactions with generative AI applications can present risks as well as opportunities;
· use AI and other technology responsibly, safely, respectfully and with kindness;
· understand the importance of copyright, intellectual property and respecting other people's work;
· protect personal information and understand why they should not enter personal or sensitive information into AI tools;
· follow the school's Acceptable Use Policy when using AI;
· recognise and report harmful, inappropriate or concerning AI-generated or manipulated content; and
· ask a trusted adult for help if AI-generated or other online content is confusing, upsetting, unsafe or inappropriate.
These topics will be taught through the school's bespoke PSHE curriculum, across relevant areas of the curriculum and through targeted workshops, assemblies and other age-appropriate activities, reflecting emerging risks and the needs of individual cohorts.
Staff responsibilities
Staff will:
· model safe, critical, ethical and responsible use of AI;
· use only AI tools that have been approved for the intended purpose;
· check AI-generated content for accuracy, reliability, bias, appropriateness and safeguarding implications before using or sharing it;
· remain professionally responsible for decisions, resources and communications produced with AI assistance;
· ensure that AI use does not compromise safeguarding, equality, confidentiality, data protection, intellectual property or professional standards;
· never enter pupil, parent/carer, staff, safeguarding, EHCP/SEND, medical or other confidential information into an unapproved AI service;
· complete the school's AI and data-protection approval process before introducing a new AI tool;
· use professional judgement and maintain appropriate human oversight rather than relying on AI to make decisions about pupils;
· report inappropriate, unsafe or harmful use of AI through the school's safeguarding, online safety or other relevant reporting procedures; and
· ensure that pupils' use of AI is appropriately supervised and consistent with the school's approved arrangements.
AI will be used to support, not replace, professional judgement, teaching, safeguarding responsibilities or appropriate human interaction.

Signed: ………………………………………………………………………… Chair of Governors
                                       On behalf of the Governing Body

Dated: ………………………………………………………….
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Appendix 1
	Acceptable use of the school’s ICT systems and internet: agreement for pupils and parents/carers

	Name of pupil: 

	When using the school’s ICT systems and accessing the internet in school, I will not: 
· Use them for a non-educational purpose
· Use them without a teacher being present, or without a teacher’s permission
· Access any inappropriate websites
· Access social networking sites (unless my teacher has expressly allowed this as part of a learning activity)
· Use chat rooms
· Open any attachments in emails, or follow any links in emails, without first checking with a teacher
· Use any inappropriate language when communicating online, including in emails
· Share my password with others or log in to the school’s network using someone else’s details
· I must keep my passwords safe and secure. I will not share it and neither will I try to use someone else’s password. 
· I will not bring a mobile phone in to school unless I have permission from the head teacher, in which case the mobile phone will be handed in to the school office.
· I agree that the school will monitor the websites I visit.
· I will immediately let a teacher or other member of staff know if I find any material which might upset, distress or harm me or others.
· I will always use the school’s ICT systems and internet responsibly
· I will follow the school’s Zip it! Block it! Flag it! System to help me stay safe online and report any incidents to my class teacher.
Pupils are expected not to use any rude language in their email communications and contact only people they know or those the teacher has approved. 
· Pupils using the World Wide Web are expected not to deliberately seek out offensive materials. Should any pupils encounter any such material accidentally, they are expected to report it immediately to a teacher. 
· It is forbidden to be involved in sending chain letters. 
· Pupils must ask permission before accessing the Internet. 
· School devices should only be used for schoolwork and homework unless permission has been granted otherwise. 
· No program files may be downloaded to the computer from the Internet. 
· No programs on disc, CD Rom or external memory device should be brought in from home for use in school. 
· No personal information such as phone numbers and addresses should be given out and no arrangements to meet someone made unless this is part of an approved school project. 
· Pupils consistently choosing not to comply with these expectations will be warned, and subsequently, may be denied access to Internet resources. 

	Parent/carer agreement: I agree that my child can use the school’s ICT systems and internet when appropriately supervised by a member of school staff. I agree to the conditions set out above for pupils using the school’s ICT systems and internet, and for using personal electronic devices in school, and will make sure my child understands these.

	Signed (parent/carer):                                                                                                        

Date:








































Appendix 2
Stead Lane Primary School
Acceptable Use Policy
Staff Form
I agree that:
· I will use school digital technology safely, responsibly, professionally and primarily for school purposes, in accordance with school and relevant local authority policies.
· I will keep passwords and security information confidential, report compromised accounts and will not use another person's account or allow unauthorised access.
· I will protect school devices, systems and information and will not bypass filtering, monitoring or security controls.
· I will access, store, share and dispose of personal, confidential and sensitive information in accordance with the school's data protection, privacy and information security procedures.
· I will only use school-approved email and communication systems for communication with pupils and parents/carers and will maintain appropriate professional boundaries.
· I will only use AI tools approved by the school and will not enter pupil, parent/carer, staff, safeguarding, EHCP/SEND, medical or other confidential information into unapproved AI services. I will check AI-generated content for accuracy, bias, appropriateness and safeguarding implications.
· I will not intentionally access, create, download, store or share illegal, harmful, discriminatory, abusive or inappropriate material and will report accidental access or other online safety concerns promptly.
· I will only download or install authorised and appropriately licensed software and will respect copyright and intellectual property.
· I will take appropriate care of school devices, including when working away from school, and will not allow unauthorised people to use them or access school systems.
· I will only photograph, record, store or share images or recordings of pupils using approved devices and systems and in accordance with school safeguarding, consent and data protection procedures.
· I will maintain appropriate professional boundaries when using personal social media and will not privately communicate with pupils or share confidential information about members of the school community.
· I will support the school's online safety education and report safeguarding or online safety concerns through the appropriate procedures. I will not investigate potentially illegal material beyond my role.
· I understand that use of school systems, devices, networks and internet access may be logged, monitored and reviewed for safeguarding, security and legitimate operational purposes.
· I understand that failure to comply with this agreement may result in appropriate action, including disciplinary procedures, and may be referred to external agencies where appropriate.
· I will keep up to date with the school's current Online Safety, Acceptable Use, Safeguarding, Data Protection and Information Security policies.
Declaration
I confirm that I have read, understood and agree to comply with the Staff Acceptable Use requirements.
Full Name (printed): ___________________________________
Signature: ________________________________
Job Title: ________________________________________________
Date: ____________________________________
Staff Images
I understand that the school may take and use photographs or video recordings of me for legitimate school purposes, including celebrating school activities and achievements, in accordance with the school's data protection, privacy and consent arrangements.
Signature: ________________________________
Date: ____________________________________

Authorised Signature (Head Teacher) 
I approve this user to be set-up. 

Signature: ….. ……………….................................................................... Date: ……………. 

Full Name (printed): ……………….. ..................................................................... 

Appendix 3
	Acceptable use of the school’s ICT systems and the internet: agreement for governors, volunteers and visitors

	Name of governor/volunteer/visitor: 

	When using the school’s ICT systems and accessing the internet in school, I will not: 
· Access, or attempt to access inappropriate material, including but not limited to material of a violent, criminal or pornographic nature
· Use them in any way which could harm the school’s reputation
· Access social networking sites or chat rooms
· Use any improper language when communicating online, including in emails or other messaging services
· Install any unauthorised software
· Share my password with others or log in to the school’s network using someone else’s details
· I will only use the school’s ICT systems and access the internet in school, for educational purposes or for the purpose of fulfilling the duties of my role.
· I agree that the school will monitor the websites I visit.
· I will not use any external devices such as USB devices.
· I will let the online safety co-ordinator know if a pupil informs me they have found any material which might upset, distress or harm them or others, and will also do so if I encounter any such material.
· I will always use the school’s ICT systems and internet responsibly, and ensure that pupils in my care do so too.
…………………………………………………………………………………………………………………
· I agree to abide by all the points above. 
· I understand that it is my responsibility to ensure that I remain up-to-date and read and understand the school’s most recent online safety policies. 
· I wish to have an email account (governor only); be connected to the Intranet & Internet; be able to use the school’s ICT resources and systems. 
The use of digital/video images plays an important part in school activities. Digital devices may be used to record activities in lessons and out of school. These images may then be used in presentations or used to celebrate the successes of the school through their publication, for example, in newsletters, school prospectus, on the school website, online learning journals in Early Years and occasionally in the public media. 
· I agree to the school taking and using digital/video images of me. I understand that the images will only be used to support learning activities or in publicity that reasonably celebrates success and promotes the work of the school, for example in the school prospectus, website and media 

	Signed (governor/volunteer/visitor):
	Date:

	Signed (Head Teacher)
	Date:



Appendix 4


	Online safety training needs audit

	Name of staff member/Governor/Volunteer:

	Date:

	Do you know the name of the person who has lead responsibility for online safety in school?
	

	Do you know what you must do if a pupil approaches you with a concern or issue? 
	

	Are you familiar with the school’s acceptable use agreement for staff, volunteers, governors and visitors?
	

	Are you familiar with the school’s acceptable use agreement for pupils and parents? 
	

	Do you regularly change your password for accessing the school’s ICT systems?
	

	Are you familiar with the school’s approach to tackling cyber-bullying? 
	

	
Are there any areas of online safety in which you would like training/further training? Please record them here. 
	 





 
 










[image: ]











[image: ]


[bookmark: bookmark=id.26in1rg]
[bookmark: bookmark=id.lnxbz9][image: ]
[bookmark: bookmark=id.35nkun2]

image2.png
REPORTING AN E-SAFETY INCIDENT - ALL SETTINGS

A CONCERN IS RAISED

= Seek advice from the designated person for e-safety and/or Local Authority
o
= v
o
ey <
=z E Secure and preserve all evidence Inform your senior
E < and hardware in the interim manager and child
w A protection staff
N = This might mean isolating a machine and making
s sure it's not used, do not switch off the device as Make a written record of the
= this might lose important evidence concem and your actions

NCC & School networks Non-NCC
Contact JD/RT to discuss incident and plan of action Networks

rich: lor@n mberland.gov.uk

Follow your relevant
e-safety Incident Reporting
and Child Protection
procedures and agree a
strategy for dealing with the
incident.

JD/RT to coordinate the investigation of the

incident : y .
For information and advice,

= Liaise with the e-safety lead in setting, Info Services security e Lol Aoy,
T team, legal services and police as appropriate 9 e
o ( )
= adam hallo1@
2 northumberiand.gov.uk
:‘I Are there any Child Protection concerns?
)
o
-
Yes Contact LADO LADO will agree a
strategy for
intervention

Within 1 working day

JDIRT organise internal investigation, liaise
with setting and report

this might include: PCE analysis, forensic examination
and securing of equipment, liaison with Info Services
security team, liaise with legal services and police

Possible referral to:
" Northumbria Police
Specialist Investigation

Unit
* CS e-safety SLA Team
* FACT Locality Office

ALL PARTIES




image3.png
11 only go online with a grown up

%
S & s

2 1 am kind online

= W

| tell a grown up if something
online makes me unhappy

g





image4.png
_\ ) Childnet
Bejsmartiam it

internes &)
o

# International

Accepting emails, IM messages, or
opening files, pictures or texts from
people you don’t know or trust can lead
Stocy

Visit Childnet’s Kidsmart website to play interactive games and test your
KidSMART ﬂ online safety knowledge. You can also share your favourite websites and
online safety tips by Joining Hands with people all around the world. ==

e et 82005 ety . BGID




image1.jpg




